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Abstract

Cloud computing has transformed data storage and processing, but privacy concerns remain a critical challenge,
particularly for sensitive data such as financial transactions, healthcare records, and IoT-generated information.
Traditional encryption techniques ensure data security at rest and during transmission but require decryption for
computation, leading to potential security vulnerabilities. Homomorphic Encryption (HE) addresses this limitation
by allowing computations on encrypted data without revealing its contents. This paper proposes an optimized
Fully Homomorphic Encryption (FHE) framework for secure and efficient privacy-preserving data processing in
cloud computing environments. The proposed framework integrates advanced HE techniques to optimize
encryption and decryption efficiency while maintaining strong security guarantees. Experimental evaluations
demonstrate that the framework significantly reduces computation overhead compared to conventional FHE
methods. The encryption and decryption performance analysis reveals that encryption time slightly exceeds
decryption time due to additional cryptographic operations, yet both remain within acceptable limits for real-time
cloud applications. Additionally, security strength evaluations confirm that the proposed framework enhances
protection against cryptographic attacks while ensuring scalability for large datasets. The results validate that the
optimized FHE-based approach achieves a balance between security and efficiency, making it a viable solution
for privacy-preserving cloud computing. This research contributes to the advancement of secure cloud data
processing by enhancing computational efficiency and security in encrypted cloud environments.
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1| Introduction

Cloud computing has revolutionized data storage and processing, but privacy concerns remain a major challenge,
especially when handling sensitive data such as financial records, healthcare data, and confidential transactions
[1]. Traditional encryption techniques secure data at rest and during transmission but require decryption for
processing, exposing it to security risks [2]. To address this issue, homomorphic encryption (HE) enables
computations on encrypted data without decryption, ensuring end-to-end privacy [3]. The proposed framework
leverages HE techniques to enable secure cloud-based computations while preserving data confidentiality [4].
This approach enhances privacy in cloud environments, making it suitable for applications requiring high-security
standards [5].

Several encryption techniques, including AES (Advanced Encryption Standard), RSA (Rivest-Shamir-Adleman),
and ElGamal Encryption, have been widely used for data protection [6]. However, these methods require
decryption before computation, exposing sensitive data to potential breaches [7]. Partially Homomorphic
Encryption (PHE) and Somewhat Homomorphic Encryption (SHE) allow limited operations on encrypted data
but are constrained in their functionality [8]. Fully Homomorphic Encryption (FHE) provides complete
computation capabilities but suffers from high computational overhead [9]. These limitations hinder real-time
processing and scalability, making existing methods inefficient for large-scale cloud applications [10].

The proposed framework overcomes these limitations by integrating an optimized FHE scheme with cloud-based
computation to reduce processing overhead and enhance security. By leveraging advanced encryption techniques
and lightweight computational strategies, the system ensures efficient privacy-preserving data processing. The
novelty of this study lies in its optimized HE implementation, which balances computational efficiency and
security for practical real-world cloud applications. This framework enhances privacy while maintaining high
efficiency, making it a viable solution for secure cloud computing.

1.1 Problem Statement

With the increasing reliance on cloud computing for data storage and processing, ensuring data privacy and
security remains a significant challenge [11]. Traditional encryption techniques secure data at rest and during
transmission but require decryption for computation, exposing sensitive information to potential breaches [12].
Fully Homomorphic Encryption (FHE) offers a promising solution by allowing computations on encrypted data
without decryption

1.2 Objectives of the Proposed Work

= Develop an optimized Fully Homomorphic Encryption (FHE) framework for privacy-
preserving data processing in cloud computing, addressing challenges such as
computational complexity, ciphertext size, and processing time.

= Utilize a structured cloud dataset comprising financial transactions, healthcare records,
and IoT-generated data to evaluate the effectiveness of the proposed encryption
framework in real-world applications.

= Integrate bootstrapping-free optimization techniques within the FHE scheme to
enhance computational efficiency, reduce encryption and decryption overhead, and
ensure real-time secure cloud-based data processing.

= Implement a hybrid encryption mechanism combining lightweight cryptographic
techniques and efficient key management strategies to improve security, scalability, and
data confidentiality in encrypted cloud environments.

2| Related Works

Homomorphic encryption (HE) has emerged as a powerful cryptographic technique that enables computations on
encrypted data without revealing its contents [13]. Fully Homomorphic Encryption (FHE) was a groundbreaking
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development that allowed arbitrary computations on ciphertexts but suffered from high computational overhead
[14]. Later enhancements, such as optimized FHE schemes, improved efficiency but still faced challenges in
scalability [15]. Other variations, like Partially Homomorphic Encryption (PHE) and Somewhat Homomorphic
Encryption (SHE), offered limited computational capabilities, making them less suitable for complex cloud-based
applications [16]. Despite these advancements, traditional HE techniques remain computationally expensive for
real-time data processing [17].

Various encryption-based methods have been explored to enhance privacy in cloud computing[18]. Searchable
Encryption (SE) enables searching over encrypted data but lacks support for advanced computations [19]. Secure
Multi-Party Computation (SMPC) allows multiple parties to perform encrypted operations without exposing data
but involves high processing costs [20]. Differential Privacy (DP) introduces statistical noise to protect individual
data points but compromises accuracy [21]. Attribute-based encryption (ABE) provides role-based access control
but does not support homomorphic operations [22]. While these techniques improve security, they do not offer a
comprehensive solution for secure and efficient cloud-based encrypted data processing [23].

Existing encryption techniques struggle with major challenges such as high computational complexity, large
ciphertext size, and slow encryption and decryption speeds [24]. Fully Homomorphic Encryption (FHE) is often
impractical due to its excessive computational requirements, making it unsuitable for real-time applications [25].
Partially Homomorphic Encryption (PHE) supports only a single mathematical operation, limiting its use in
complex analytics [26]. Hybrid cryptographic techniques attempt to address these issues but still face performance
bottlenecks when dealing with large datasets in cloud environments [27]. The need for an efficient, scalable, and
privacy-preserving framework remains unfulfilled in many real-world cloud applications[28].

Integrating an optimized Fully Homomorphic Encryption (FHE) approach that minimizes computational overhead
while maintaining strong security guarantees [29]. Unlike traditional FHE implementations, the proposed system
incorporates bootstrapping-free techniques to enhance processing speed [30]. Additionally, it employs hybrid
encryption mechanisms to optimize ciphertext size and reduce storage requirements [31]. This approach enables
secure and efficient data processing in cloud computing, making it applicable to various domains such as financial
transactions, healthcare analytics, and IoT-driven cloud services [32]. The novelty of this research lies in its
balance between security and computational efficiency, making privacy-preserving data processing more practical
for real-world applications [33].

3| Proposed Homomorphic Encryption in Privacy-Preserving Data Processing

The workflow consists of five major phases that are Data Collection & Encryption, Cloud Storage, Secure
Computation, Decryption & Result Retrieval, and Performance Evaluation.

B oy S

Data from Cloud Homomorphic

Dataset Encryption Cloud Storage

[ ]
Performance

i Secure Computation
Evaluation Decryption P

on Encrypted Data

Figure 1: Proposed Architecture of Privacy-Preserving in Cloud Computing
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3.1 Data Collection
Dataset — Cloud Dataset [34]

A cloud dataset consists of structured, semi-structured, or unstructured data stored and processed in cloud
environments. It includes data from various sources such as IoT devices, financial transactions, healthcare records,
and e-commerce activities. These datasets are often large-scale and require encryption, compression, and
distributed storage for efficient processing. Secure cloud datasets are crucial for privacy-preserving computations,
especially when applying techniques like homomorphic encryption.

3.2 Homomorphic Encryption

The data is encrypted using a homomorphic encryption scheme before being uploaded to the cloud. A plaintext m
is encrypted using a homomorphic encryption function,

¢ = Enc(m, k) (1

Were, m is the original data, k is the encryption key, Enc is the encryption function and c is the
ciphertext.

3.3 Cloud Storage

Cloud storage enables the secure storage of encrypted data ccc on remote servers, ensuring data confidentiality.
Since the data remains encrypted, the cloud provider cannot access or interpret the plaintext information. This
enhances privacy and security, protecting sensitive data from unauthorized access. Homomorphic encryption
allows computations on encrypted data without requiring decryption, making cloud storage more secure for
privacy-preserving applications.

3.4 Secure Computation on Encrypted Data

The cloud performs computations directly on encrypted data without decryption. Depending on the type of
homomorphic encryption, different operations are supported:

e Partially Homomorphic Encryption (PHE): Supports either addition or multiplication.
e  Somewhat Homomorphic Encryption (SHE): Supports a limited number of operations.
e  Fully Homomorphic Encryption (FHE): Supports arbitrary computations.
If we use an encryption scheme that supports addition (e.g., Paillier encryption), we can compute:

Enc(m,) @ Enc(m,) = Enc(m; + m,) )
were @ represents the homomorphic addition operation.
For multiplication (e.g., RSA or BFV scheme):

Enc(m;) ® Enc(m,) = Enc(m,; X m,) 3)
Were @ represents the homomorphic multiplication operation.
The cloud executes functions on encrypted data and returns encrypted results to the user.
3.5 Decryption

Decryption is the process by which the user retrieves the original data after computation on encrypted values.
Using the secret key k, the encrypted result ¢’ is decrypted through the decryption function Dec, yielding the final
plaintext result m’. Since the computations were performed on encrypted data, privacy is preserved throughout
the process. This ensures that sensitive information remains secure during cloud-based processing while allowing
users to obtain meaningful results without exposing raw data to the cloud provider.
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m’ = Dec(c', k) @)
Were, ¢’ is the processed ciphertext, Dec is the decryption function and m' is the final result in plaintext.
4| Results and Discussions

4.1 Encryption and Decryption

Figure 2 illustrates how encryption and decryption times increase as the data size grows. As expected, both times
show an upward trend since larger data requires more computation for cryptographic operations. The encryption
process (solid blue line) generally takes slightly longer than decryption (dashed red line) due to additional
operations such as key generation and padding. This metric is crucial for cloud applications, where real-time
processing efficiency is essential.

**Encryption & Decryption Time vs. Data Size**
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Figure 2: Performance of Encryption and Decryption

4.2 Security Strength of Encryption Schemes

Figure 3 compares different encryption schemes based on their security strength. Security strength is typically
measured by key length and resistance to cryptographic attacks. For example, AES-256 offers higher security than
AES-128, while RSA security improves with longer key lengths. Fully Homomorphic Encryption (FHE) shows
the highest security strength but comes with significant computational overhead. Understanding this balance is

vital for selecting an encryption scheme that meets both security and performance requirements in cloud
computing.
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Figure 3: Performance of Encryption Schemes
4.3 Average Encryption and Decryption

This comparison Figure 4 highlights the average encryption and decryption times across all data sizes. Encryption
time is slightly higher than decryption time on average, which is expected due to additional operations like key
scheduling. However, for large-scale cloud applications, even small differences in processing time can impact
overall system performance. Optimizing encryption efficiency while maintaining security is a key challenge in
privacy-preserving data processing.

*Average Encryption vs. Decryption Time**
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Figure 4: Performance of Average Encryption and Decryption
5| Conclusion and Future Scope

This study presents an optimized Fully Homomorphic Encryption (FHE) framework for secure and privacy-
preserving data processing in cloud computing, addressing challenges like high computational complexity, large
ciphertext size, and slow processing times. By leveraging bootstrapping-free techniques, hybrid encryption
mechanisms, and efficient key management, the framework reduces overhead while ensuring strong security.
Experimental results confirm that encryption and decryption times scale with data size but remain efficient for
cloud applications. Security assessments highlight enhanced resistance to cryptographic attacks, outperforming
conventional encryption methods in privacy protection. The optimized FHE framework offers superior
computational efficiency and data confidentiality, making it applicable to financial services, healthcare, and secure
IoT data processing.
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